	
	
	



[bookmark: _GoBack]3GPP TSG-SA3 Meeting #108-e	S3-221952
e-meeting, 22nd – 26th August, 2022
Source: 	Huawei, HiSilicon
Title:	New solution for 3rd part ID protection
Document for:	Approval
Agenda Item:	5.15
1	Decision/action requested
It is proposed to approve the solution described in this document.
2	Rationale
[bookmark: _Hlk99111327]It’s proposed to reuse the mechanism defined in TS 24.229 to sign and verify the 3rd party ID between originating and terminating IMS networks.
3	Detailed proposal
*** 1st CHANGE ***
[bookmark: _Toc107908451]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.700-87: " Study on system architecture enhancement for next generation real time communication".
[y1]	IETF RFC 8588 (May 2019): "Personal Assertion Token (PaSSporT) Extension for Signature-based Handling of Asserted information using toKENs (SHAKEN)".
 [y2]	3GPP TS 24.229: "IP Multimedia Call Control based on SIP and SDP; Stage 3".
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

*** END OF 1st CHANGE***
*** 2nd CHANGE ***
6.A	Solution #A: SHAKEN based 3rd part ID protection
6.A.1	Introduction
This solution has following assumptions:
-	The third party customer has a business contract with IMS network operator. Based on the contract, operators' IMS needs to connect to the third party authentication server. The third party subscribers (e.g. employees) need to be authenticated and authorized by third party (e.g. their enterprise) when using third party ID.
-	The third party subscribers (e.g. employees) use third party ID (enterprise employee ID) to initiate calls. Each third party subscriber can have multiple third party IDs.
It's proposed to reuse STIR/SHAKEN as specified in RFC 8588 [y1] to sign and verify the third party ID between originating and terminating IMS networks.
6.A.2	Solution details


Figure 6.A.2-1: call flow using 3rd party ID
0. UE obtains 3rd party ID and credentials from 3rd party which is out of scope of this study.
1.	The third party subscriber initiates a call with the 3rd part ID.
2.	The originating MMTel AS interacts with 3rd party authentication server to verify the 3rd party ID. There may be multiple exchanges between UE and 3rd party authentication server for 3rd party ID verification which is out of scope of this study. After successful verification, the originating MMTel AS use Ms reference point as described in TS 24.229 [y2] to request a signing of the 3rd party ID. 
3.	The originating MMTel AS sends the INVITE message with the 3rd party ID and the signing info to the terminating MMTel AS.
4.	The terminating MMTel AS verifies the signature using Ms reference point as described in TS 24.229 [y].
5.	The terminating MMTel AS forward the 3rd party ID to terminating UE.
NOTEx:	The above procedures only show the security related network functions and procedures during a call.
6.A.3	Evaluation
TBD.
*** END OF 2nd CHANGE***
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